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Information Security Management System Policy 

 

Objective 

The objective of the Information Security Management System (ISMS) policy at RISHI FIBC is to establish and 

maintain a comprehensive framework that protects the confidentiality, integrity, and availability of our information 

assets. Recognizing information security as a critical discipline that influences all aspects of our operations, we 

are committed to securing our data from unauthorized access, ensuring its accuracy and completeness, and 

making it accessible to authorized users whenever needed. 

Our Information Security Program is designed to safeguard the business information that is vital to our success 

and to build trust with our stakeholders, including employees, investors, suppliers, customers, and partners. By 

fostering a culture of security awareness and compliance, we ensure that all parties understand their roles and 

responsibilities in protecting information assets. This commitment extends to maintaining the highest standards 

of security in our interactions with external entities, reinforcing our reputation as a trusted and reliable business 

partner. 

Through continuous improvement and adherence to international best practices, Rishi FIBC aims to enhance its 

information security posture, mitigate risks, and protect against evolving threats. This policy underpins our 

dedication to creating a secure and resilient environment that supports our business objectives, enhances 

stakeholder trust, and ensures the sustained success of our organization. 

Scope 

The scope of the Information Security Management System (ISMS) policy at RISHI FIBC covers all interactions 

with external stakeholders, including employees, investors, suppliers, customers, partners, regulatory bodies, and 

other business associates. This policy applies to all information assets, processes, and systems that interact with 

these external entities. 

• Employees: This policy protects the personal and professional information of employees, promotes a 

secure working environment, and provides training and awareness programs to ensure adherence to 

security protocols. By doing so, it ensures that all employees are equipped with the knowledge and tools 

necessary to uphold their information security responsibilities and mitigate risks. 

• Investors: The ISMS policy safeguards sensitive financial and strategic information of investors, 

reinforcing their confidence in our governance and operational integrity. It ensures transparency and 

reliability in all financial disclosures and communications, building and maintaining trust with our 

investors. 

• Suppliers and Partners: For suppliers and partners, this policy secures shared information and 

collaborative processes by establishing clear security requirements and expectations. It implements 

rigorous vetting procedures and contractual agreements to protect information throughout the supply 

chain and conducts regular audits and assessments to verify compliance and address any security 

concerns. 

• Customers: The policy guarantees the confidentiality, integrity, and availability of customer data, 

fostering trust and satisfaction. Robust security measures are implemented to protect customer 

information from breaches and unauthorized access, ensuring that our products and services meet the 

highest standards of security and reliability. 
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• Regulatory Bodies: The ISMS policy ensures compliance with all relevant legal and regulatory 

requirements related to information security. It integrates evolving regulations and standards into our 

security practices to ensure continuous compliance and avoid legal risks. 

• Other Business Associates: For other business associates, the policy protects all shared business 

information and establishes and maintains security protocols for joint ventures and collaborations. This 

ensures mutual trust and security in all business dealings. 

By encompassing these stakeholders, the ISMS policy at RISHI FIBC aims to create a secure environment, 

safeguard information assets, and maintain trust and confidence in all external interactions. Through continuous 

improvement and adherence to best practices, we enhance our security posture and support the sustained 

success of our organization. 

Policy 

RISHI FIBC maintains and communicates an Information Security Program consisting of topic-specific policies, 

standards, procedures, and guidelines designed to: 

• Protect Confidentiality, Integrity, and Availability: The program uses administrative, physical, and 

technical controls to safeguard the information resources maintained within the organization. This 

comprehensive approach ensures robust protection of our data assets. 

• Support Business Operations and Objectives: The program enhances the way we conduct business 

and aligns with our institutional objectives. By integrating information security into our processes, we 

improve operational efficiency, mitigate risks, and support overall success. 

• Ensure Compliance: The program adheres to all relevant regulatory and legal requirements,  

The Information Security Program is reviewed no less than annually or upon significant changes to the 

information security environment. This review process ensures that our policies, standards, procedures, and 

guidelines remain effective in addressing evolving threats and maintaining the highest levels of security and 

compliance. 

Enforcement 

Personnel found to have violated this policy may be subject to disciplinary action, up to and including termination 

of employment, and related civil or criminal penalties.   

Any vendor, consultant, or contractor found to have violated this policy may be subject to sanctions up to and 

including removal of access rights, termination of contract(s), and related civil or criminal penalties. 

 

Risk Assessment 

• Risk Identification 

Data breaches can cause severe financial and reputational damage due to unauthorized access to sensitive 

information. Data loss disrupts operations and can result in significant setbacks. Compliance issues arise when 

failing to meet data protection regulations, leading to legal consequences. Physical damage to data storage media 

jeopardizes data recovery, while access control failures allow unauthorized access and potential misuse. 

• Risk Analysis 
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Assess the likelihood of each risk occurring by reviewing past incidents and current security measures. Evaluate 

the potential impact on operations, reputation, and finances if the risk occurs. 

• Risk Evaluation 

Combine likelihood and impact assessments to determine the overall risk level. Prioritize risks based on severity 

to focus resources on the most critical issues. 

 

• Risk Mitigation Strategies 

Implement data encryption to protect sensitive information, enhance access controls to restrict data access, 

conduct regular backups to prevent data loss, develop and test a disaster recovery plan, and perform compliance 

audits to ensure regulatory adherence. 

• Monitoring and Review 

Continuously monitor access logs and data usage to detect security incidents. Regularly review data storage 

practices and update policies to address new threats and regulatory changes. 

Responsibilities 

• Executive Management 

Ensure the implementation of a risk-based Information Security Program to protect the confidentiality, 

integrity, and availability of all information resources. Integrate information security with strategic and 

operational planning, allocate necessary financial and personnel resources, and grant the Security 

Team authority to manage Information Resources. Designate an Information Security Officer, who will 

report annually on the program's effectiveness. 

• All Employees, Contractors, and Third-Party Personnel 

Understand and comply with the Information Security Program. Agree to and follow all relevant 

policies, use information resources appropriately, and seek guidance from the Information Security 

Team as needed. 

Access and Disclosure Controls 

Access controls ensure that information is only available to authorized individuals through strong authentication 

and permissions based on the principle of least privilege. Regular reviews and updates of access rights help 

maintain security. Disclosure controls limit sharing of information to authorized entities and secure channels, 

adhering to data protection laws. Confidentiality agreements should be used for third parties, and employees 

must be trained on secure disclosure practices. 

ISMS Training 

Provide periodic ISMS (Information Security Management System) training to all employees to ensure they 

understand the organization's information security policies, procedures, and their role in maintaining security. 

Training should cover key aspects of ISMS, including risk management, data protection, incident response, and 

compliance requirements. Regular updates and refresher courses are essential to keep employees informed about 

evolving threats and changes in security protocols. 

 

Incident Response Procedure 
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Implement procedures to respond rapidly to information security breaches, ensuring effective management and 

communication. The incident response process should include: 

1. Internal Management: Establish a dedicated incident response team responsible for handling 

breaches. This team should follow a structured protocol to assess, contain, and mitigate the impact of 

the breach. Regular drills and updates to the response plan will ensure preparedness and efficiency. 

2. External Communication: Develop a communication strategy to notify all affected stakeholders, 

including customers, partners, and regulatory bodies. Communicate promptly and transparently about 

the breach, its potential impact, and the steps being taken to address the situation. Provide regular 

updates as more information becomes available. 

Ensure that these procedures are documented, tested, and reviewed periodically to adapt to new threats and 

changes in the organizational environment. 

Record Retention Schedule 

Establish formal timelines for retaining third-party information to mitigate the risk of data breaches. The record 

retention schedule should outline the following: 

1. Retention Periods: Define specific timeframes for retaining various types of third-party information 

based on legal, regulatory, and contractual requirements. For example, financial records may be retained 

for seven years, while other types of data might have shorter retention periods. 

2. Review and Disposal: Implement a procedure for regularly reviewing retained information to ensure 

it is still necessary and relevant. Once the retention period expires, securely dispose of or anonymize the 

data to prevent unauthorized access or breaches. 

3. Documentation and Compliance: Maintain a detailed record retention policy that outlines the 

retention periods, review processes, and disposal methods. Ensure that all relevant stakeholders are 

aware of and comply with this policy. 

4. Periodic Audits: Conduct periodic audits to verify adherence to the retention schedule and identify any 

potential gaps or areas for improvement. 

This structured approach ensures that third-party information is retained only as long as necessary and is securely 

managed to minimize the risk of data breaches. 

 

Customer Consultation Procedure 

Implement a procedure to consult with customers before transferring or sharing their Personally Identifiable 

Information (PII) with third parties. This procedure should include: 

1. Notification: Inform customers about the intent to share their PII, specifying the third parties involved 

and the purpose of the sharing. 

2. Consent: Obtain explicit consent from customers before proceeding with the transfer. Provide clear 

options for customers to approve or deny the sharing of their information. 

3. Transparency: Offer customers detailed information on how their PII will be used, stored, and protected 

by the third party. 

4. Opt-Out Option: Allow customers to withdraw their consent at any time and ensure that their 

preferences are promptly respected and updated. 
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5. Documentation: Keep a record of customer consent and communication related to the transfer of their 

PII for accountability and compliance purposes. 

Policy Review 

The ISMS policy will be regularly updated by management to incorporate the latest standards and best practices. 

Changes will be communicated to all relevant stakeholders, including employees, investors, suppliers, and the 

broader community. It is essential for everyone to familiarize themselves with the most recent version of the 

policy to ensure compliance and alignment with our commitments. Stakeholders are encouraged to reach out to 

the Information Security officer with any questions or feedback, promoting continuous improvement and 

addressing concerns promptly. This approach ensures that our ISMS remains robust, transparent, and inclusive, 

supporting a culture of respect, equity, and accountability throughout the organization. 

 

Effective Date: 23.02.2022 

Approved by the Board of Directors 

Last Review Dated: 20.01.2026 
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